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Chapter 1

Overview of the Enterprise Risk Management Guide
I. Introduction
Every entity exists for the purpose of creating value for its stakeholders. To create value, an entity
sets objectives, develops strategies and plans for pursuing them, and performs actions. However,
strategies, plans, and actions alone do not guarantee a desired outcome. Events and circumstances could affect the execution of these strategies and plans. Management is faced with the
challenge of dealing with the uncertainties surrounding the achievement of its objectives.
Enterprise risk management (ERM) is a process that enables management to address these
uncertainties in a comprehensive, integrated, and entity-wide manner in order to create value.
By implementing and maintaining an effective ERM process, management teams and the
governing bodies of those entities can increase their confidence that the entity can be successful
in achieving its objectives. Customers, vendors, regulators, rating agencies, and other stakeholders are increasingly interested in understanding an entity’s ERM process, and may base
decisions regarding their interactions with the entity on the perceived sophistication and
effectiveness of the ERM process. Moreover, many lending institutions now require risk management disclosures prior to making lending decisions.
This guide is intended to help those responsible for an ERM process, whether the process is in
its early stages or is already well established, to design and operate an effective ERM process.
To begin, it is helpful to understand what an ERM process encompasses and how it is defined.
The Committee of Sponsoring Organizations of the Treadway Commission (COSO), in its 2004
Enterprise Risk Management—Integrated Framework, defines ERM as follows:
Enterprise risk management is a process, effected by an entity’s board of directors,
management and other personnel, applied in strategy setting and across the enterprise, designed to identify potential events that may affect the entity, and manage risk
to be within its risk appetite, to provide reasonable assurance regarding the achievement of entity objectives.
In comparison, the International Standardization Organization (ISO) 31000, Risk Management—
Principles and Guidelines, defines risk management as “coordinated activities to direct and
control an organization with regard to risk” and further explains a risk management process as
a “systematic application of management policies, procedures and practices to the activities of
communicating, consulting, establishing the context, and identifying, analyzing, evaluation,
treating, monitoring and reviewing risk.”
For the purpose of this guide, an ERM Program is defined as an entity’s ERM process, as well
as the people, structures, governance mechanisms, documents, values and incentives, data, and
supporting technologies that allow an entity to operationalize and execute its ERM process. Many
entities are challenged with the initial design and implementation of such an enterprise-wide
risk management process and program, and with maintaining and improving them over time so
that they continue to operate effectively and add value.
The purpose of this guide is to leverage existing conceptual frameworks and provide practical
guidance for designing and implementing a new ERM process along with the policies and
procedures that define an entire ERM program, or for assessing and improving an existing
program. This guide intends to serve as a bridge between the substantial, conceptual guidance
that exists today and the practical realities of running a successful ERM program.

II. Who Should Use this Guide
This guide is intended for practitioners who are implementing a new ERM program or improving
an existing program that is in the early maturity stages. It may also be valuable to entities who
already have a mature program, for instance with respect to the self-assessment guidance it
provides. Those practitioners may be employees of the entity who are implementing or improving
the ERM program. They may also be third parties who have been asked to provide an evaluation
or assessment, such as auditors, compliance specialists, consultants, or other mandated parties.
Internal or external auditors in particular may be called upon to independently evaluate the
effectiveness of the entity’s ERM program and to make meaningful recommendations for
improving or enhancing the program.
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The ERM concepts, components, and the illustrative examples presented in this guide are
intended to be industry agnostic and applicable to organizations of many sizes and types—
including public, private, not-for-profit, and government administrations. An ERM program,
however, may vary significantly by industry and organization, and aspects of this guide may be
more useful to some organizations than others. Careful consideration should be given to the
specific circumstances of each individual organization to ensure that the targeted ERM program
is well-suited for the organization.

III. Conceptual Basis
The concepts used in this guide are primarily developed based on two of the most well-known
risk management frameworks, the COSO ERM framework and the ISO 31000 Risk Management—
Principles and Guidelines. This guide does not create a new framework but leverages the
concepts of these existing frameworks as a foundation. To begin, this guide highlights overarching concepts of ERM, which are foundational to the ERM process and to the rest of this guide.
In subsequent sections, the guide discusses in greater detail these concepts and the ERM process
by leveraging COSO’s 8 interrelated components with comparisons to the ISO 31000 framework.
A more detailed mapping of COSO ERM framework components and ISO’s 31000 framework can
be found in appendix A.
About the COSO and ISO Risk Management Frameworks
The September 2004 Committee of Sponsoring Organizations of the Treadway Commission
Enterprise Risk Management—Integrated Framework expands on COSO’s earlier Internal Control—
Integrated Framework and provides guidance on the broader subject of enterprise risk by defining
and explaining key ERM concepts. The ISO 31000 Risk Management—Principles and Guidelines
of 2009 provides principles, framework, and process guidance for risk management which is
further expanded upon in the ISO Technical Report (ISO/TR 31004), Risk Management—
Guidance for the Implementation of ISO 31000.

ERM Concepts and Components

Chapter 2

ERM Concepts and Components
I. What does ERM Encompass?
What are the attributes or characteristics of a successful ERM process and program? How do I
know that an ERM process is effective? In order to answer these questions and achieve the overall
objectives of this guide, this chapter provides an overview of the ERM concepts important to a
well-functioning ERM process. In addition, this chapter and subsequent chapters provide
illustrative examples and other practical guidance to create a reference guide to design and
implement, or evaluate and improve the ERM practices of an organization. According to the
COSO ERM framework’s executive summary, ERM encompasses the following:

•

Identifying and managing multiple and cross-enterprise risks—Every enterprise faces
a myriad of risks affecting different parts of the organization, and ERM facilitates
effective response to the interrelated impacts, and integrated responses to multiple
risks.

•

Aligning risk appetite and strategy—Management considers the entity’s risk appetite
in evaluating strategic alternatives, setting related objectives, and developing mechanisms to manage related risks.

•

Enhancing risk response decisions—ERM provides the rigor to identify and select
among alternative risk responses: risk avoidance, reduction, sharing, and acceptance.

•

Reducing operational surprises and losses—Entities gain enhanced capability to
identify potential events and establish responses, reducing surprises and associated
costs or losses.

•

Seizing opportunities—By considering a full range of potential events, management is
positioned to identify and proactively realize opportunities.

•

Improving deployment of capital—Obtaining robust risk information allows management to effectively assess overall capital needs and enhance capital allocation.
A Successful ERM Program

“The success of risk management will depend on the effectiveness of the management framework
providing foundations and arrangements that will embed it throughout the organization at all
levels.” (ISO 31000, Section 4.1, “General.”)

Events, Opportunities and Risks
The Executive Summary of the COSO ERM framework defines the relationship between events,
risks, and opportunities as follows:
Events can have negative impact, positive impact, or both. Events with a negative
impact represent risks, which can prevent value creation or erode existing value.
Events with positive impact may offset negative impacts or represent opportunities.
Opportunities are the possibility that an event will occur and positively affect the
achievement of objectives, supporting value creation or preservation. Management
channels opportunities back to its strategy or objective-setting processes, formulating
plans to seize the opportunities.
The ISO 31000 framework defines risk similarly to how the COSO ERM framework defines an
event, as the effect of uncertainty on objectives where an effect is a deviation from the
expected—positive or negative—and this risk is often explained by referencing events and
consequences. Thus, the terminology can be somewhat confusing as different terms are used to
describe similar concepts. This guide is focused on the process to manage risks that have a
negative impact on objectives which, for purposes of this guide, are simply referred to as risks.

The Importance of Taking an Enterprise View
A fundamental concept to an effective ERM process is in its application to the entire entity. The
COSO ERM framework begins with the concept that the entire ERM process must be applied
across the enterprise to ensure its effectiveness. The ISO 31000 framework notes that the risk
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management process “can be applied to an entire organization” and should be well integrated into
the organization’s processes from its governance to its many levels, areas, and activities.
Moreover, applying this ISO 31000 framework consistently and comprehensively helps to ensure
that “risk is managed effectively, efficiently and coherently across the organization.”

Risk Appetite, Risk Tolerance, and Risk Attitude
Risk appetite and risk tolerance are perhaps some of the more challenging ERM concepts to
define, distinguish, and apply, particularly as these terms are sometimes used interchangeably
by practitioners. There are benefits, however, to working through these challenges. COSO defines
risk appetite as the “amount of risk, on a broad level, an organization is willing to accept in
pursuit of value,” and risk tolerance as the “acceptable variations relative to the achievement of
an objective.” This definition can be applied in various levels of detail and specificity which COSO
further explains in its more recent thought leadership document titled, “Understanding and
Communicating Risk Appetite.”
In comparison, the ISO 31000 framework refers to risk attitude as the “organization’s approach
to assess and eventually pursue, retain, take or turn away from risk” and further urges its reader
to define risk criteria to be used in evaluating risks and the levels at which “risk becomes
acceptable or tolerable.” While risk appetite and risk attitude are not fully equivalent concepts,
they do refer to an entity’s overall risk management philosophy (that is, how the organization
views and approaches risk). Understanding when and how to define, communicate, and apply risk
appetite, risk tolerance, and risk criteria can be challenging as these processes are iterative and
both happen at the beginning of the ERM process and as part of the process itself.
Regardless of the terminology used, management is responsible for defining, documenting, and
communicating the entity’s risk appetite by documenting a statement that clearly describes the
amount and level of risk that an entity is willing to accept in its ongoing activities and in pursuit
of its business objectives. Some organizations seek to define risk appetite both granularly and
broadly, an example of which would be setting individual authorization limits on certain levels
of management for engaging or committing the firm’s capital to a business deal.
This guide provides further instruction and illustration on how to define and apply risk appetite
and risk tolerance in chapter 3, ERM Program Development.

II. Components of Enterprise Risk Management
To build upon the concepts previously introduced and further describe the core concepts of ERM,
this guide leverages COSO’s eight interrelated components of ERM, which are derived from the
way management runs an enterprise, and are integrated in the management process. These
components are internal environment, objective setting, event identification, risk assessment,
risk response, control activities, information and communication, and monitoring, and are
pictured in the COSO ERM diagram (the COSO Cube). For each component, this guide describes
the corresponding ERM concepts by summarizing the details found in the COSO ERM framework with comparisons to the ISO 31000 framework, most notably to its Clause 5 Process section
of the guide. (See appendix A for a more detailed mapping of these two frameworks). This guide
also provides examples and illustrations of these core concepts and elements and when COSO
and ISO 31000 provide differing guidance, this guide highlights and explains these differences.

COSO Cube
The COSO cube depicts how the
components of ERM get applied across
the organization in pursuit of its strategic,
operational, reporting, or compliance
objectives.

ERM Concepts and Components

Components of ERM
“Determining whether an entity’s enterprise risk management is ‘effective’ is a judgment
resulting from an assessment of whether the eight components are present and functioning
effectively. Thus, the components are also the criteria for effective enterprise risk management”
(COSO Enterprise Risk Management Integrated Framework—Executive Summary)

1.0 Internal Environment
COSO considers that “the internal environment encompasses the tone of an organization, and
sets the basis for how risk is viewed and addressed by an entity’s people, including risk
management philosophy and risk appetite, integrity and ethical values, and the environment in
which they operate.”
As such, management should ensure that adequate attention, time, and resources are dedicated
to establishing, documenting, and communicating the concepts and elements of its internal
environment.
At a minimum, an entity’s internal environment, as evidenced by the entity’s policy and
procedural documentation, ongoing communications, and by management’s words and actions,
should specifically address the following:

•

Management’s risk management philosophy and support of an appropriately riskaware culture including a stated commitment to integrity and ethical values

•

The role of the board of directors or similar governing body in the oversight of the
entity’s risk management process and how it executes that role

•

Management’s commitment to competence as evidenced in its human resource standards, policies, and procedures that clearly evidence management’s expectations,
performance standards, and processes to support competency

•

Management’s support of an organizational structure and resources that enable an
effective ERM process

•

Management’s risk appetite or amount of risk that the entity is willing to accept in
achieving its objectives
Internal Environment

“The Internal Environment encompasses the tone of an organization, influencing the risk
consciousness of its people, and is the basis for all other components of [ERM], providing
discipline and structure.” (COSO Enterprise Risk Management—Integrated Framework)

2.0 Objective Setting
The COSO ERM framework’s executive summary considers that “objectives must exist before
management can identify potential events affecting their achievement. Enterprise risk management ensures that management has in place a process to set objectives and that the chosen
objectives support and align with the entity’s mission and are consistent with its risk appetite.”
Management, with oversight from its board of directors or equivalent governing body, is
responsible for establishing strategic, operational, reporting, and compliance objectives, and for
ensuring the appropriate and timely consideration of the risks to achieving those objectives. This
process should be well documented in planning materials and other artifacts in order to

•
•
•

improve the likelihood that the entity’s objectives will be achieved;
assist management in selecting strategies that are consistent, individually and in the
aggregate, with its overall risk appetite; and
help effectively guide capital and resource allocations for successful implementation
and alignment of available capital and resources.
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Importance of Objective Setting
Objective setting provides the context and “pre-condition for effective event identification, risk
assessment, and risk response.” Objectives cascade from the organization’s strategy setting to
sub-objectives that drive risk management at lower levels of the organization across geographic
boundaries, industry segments, divisions, and departments. (COSO Enterprise Risk Management
Integrated Framework—Application Techniques)

3.0 Event Identification
The COSO ERM framework’s executive summary states that “internal and external events
affecting achievement of an entity’s objectives must be identified, distinguishing between risks
and opportunities. Opportunities are channeled back to management’s strategy or objectivesetting processes.”
Management is responsible for ensuring that there is a robust, comprehensive, and continual
process for identifying potential events that may affect the entity’s ability to achieve its strategic,
operational, or other related objectives. This management-driven event identification process
identifies both potentially positive and negative outcomes. Positive outcomes or opportunities
may be fed back into the objective-setting process for further consideration. Events that may
negatively affect the achievement of objectives and related outcomes, however, are referred to as
risks and are the focus of the remainder of this guide.
Thus, the entity’s event identification process is an initial or precursor step in the risk
management process as further explained in the following sections of this guide.
This event identification process includes the following:

•

Identifying events, both past and potential, based on current information from internal
and external sources

•

Involving personnel who together have appropriate and comprehensive enterprisewide business knowledge of the entity, its operations and the environment in which it
operates

•

Employing a sufficient array of identification techniques and tools (for example,
interviews, workshops, information capture and reporting tools or systems) to support
a comprehensive and in-depth identification process

•

Combining a top-down view focused on the entity’s objectives and the associated risks,
with a bottom-up view focused on key processes and the possible failure of major controls

•

Determining which events give rise to negative outcomes or impacts and should be the
focus of additional risk management process and consideration

•

Identifying relationships between risks and causal risk factors that could result in an
aggregation of risk much greater than the sum of the individual risks

•

Considering potentially emerging risks, as well as very rare events with potentially
severe impact (sometimes referred to as “scenarios”)

•

Taking a portfolio view of risk to prevent understating the total impact of the risk and
to prevent too granular or “siloed” of an approach; this may require an iterative process
to make all appropriate connections
Risk Identification

Identifying and analyzing risk is a dynamic and iterative process that must be updated and
evaluated on a constant basis. Entities must

•

Develop clear and measureable objectives to identify and assess risks related to achieving
the objectives

•

Consider risks at all levels of the entity—must be comprehensive and cannot effectively be
managed in silos

•
•

Consider fraud risks for every objective
Identify significant changes (internal and external) and assess risks in order to mitigate
such risks timely

(COSO Internal Control—Integrated Framework, 2013)

ERM Concepts and Components

Developing and maintaining a standard risk categorization or risk taxonomy can greatly
facilitate this risk identification process by ensuring a common risk language and understanding
that is applied entity-wide to capture the relationships and aggregations of risks and support a
comprehensive list of potential risks.
Benefits of a Risk Taxonomy
A well-developed risk taxonomy defines categories of risks or risk attributes to

•
•
•
•

provide a common language for identifying and assessing risks;
identify risk patterns or similarities across the entity for optimal analysis and monitoring;
allow aggregation of risk across an organization, cutting across business lines or boundaries; and
provide clarity in communication and reasoning, and better enable the management of
risks across the organization.
Figure: Conceptual View of Risk Identification and Assessment Process

Example Approach to Top-Down Risk Identification
A national retailer uses a top-down approach to identify risks, considering the company’s
objectives and the risks to these objectives. To begin, the retailer identified the level within the
organization which understands the company’s strategic objectives and is also close to the
day-to-day operations (that is, the retail stores). The company’s Top 20 risks were then shared
with this group (Field Vice Presidents or FVPs). Through a survey, the FVPs ranked their top
risks out of the list provided, and added and ranked any risks they felt were missing. The FVPs
were then interviewed one-on-one to discuss the rankings. During the interview, the FVPs were
also asked the following questions:

•
•
•

What would prevent the company from achieving its strategic objectives?
What event(s) could significantly negatively impact the company?
What opportunities are there to grow our business and what could get in the way of
our success?

The result was the identification of two risks that made it into the updated top risks, and a list
of other risks and opportunities that were added to their risk universe.
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In addition, a good risk identification process is not static and should support timely updates to
identify changes in existing risks as well as new or emerging risks. Such changes can arise from
changes in the entity’s external or internal environments, so care should be taken to adequately
consider both.
Example Approach for Emerging Risk Identification Process
A national manufacturer uses “scenario” workshops to identify emerging risks and rare events
with extreme impact. The process includes defining workshop objectives and processes, identifying workshop participants, facilitating discussions, and preparing a summary report for
executive management and the board. Over the course of the two-hour workshop, over 25
scenarios were identified and narrowed and grouped into a top list based on impact and
likelihood. The workshop participants also discussed the assumptions, that is, the “givens”
underlying the company’s most critical strategic objectives. These top risks were then integrated
into the company’s overall top risk universe and rankings.
Lastly, it is important to note that the time horizon for risk identification should match the time
horizon of the related objective and should not ignore risks with a longer time horizon. For
example, failure to launch a specific new product or service that the marketplace demands may
be a shorter-term opportunity loss, not necessarily a significant risk. However, failure to develop
new products or services that keep pace with market changes and demand may trigger a
significant risk of marketplace irrelevance over the longer term.
Once a comprehensive list of risks is created, management assesses the likelihood and impact
of these risks on the entity’s objectives as described in the next section, “Risk Assessment.”

4.0 Risk Assessment
The COSO ERM framework’s executive summary states that “risks are analyzed, considering
likelihood and impact, as a basis for determining how they should be managed. Risks are
assessed on an inherent and a residual basis.”
More generally, risk assessment should be a dynamic and iterative process to evaluate risks and
determine which risks may have a significant impact on the entity, and thus, require further
analysis or action. The risk assessment process is supported by establishing standard measures
of likelihood of a risk occurring, as well as its potential impact.
Sound Practices in Risk Assessment Process
A global company starts its risk assessment process by considering the overall company and
divisional strategic objectives to ensure that these objectives are well considered and addressed
throughout the risk assessment process. The company’s risk assessment process includes the
following:

•

Identifying risks at the divisional level considering both expected and unexpected or
emerging risks

•

Assessing each risk for its likelihood, impact, and velocity (speed of onset and duration) on
an inherent and residual risk basis

•

Considering both the inherent and residual risks by identifying the likelihood and impact
without consideration of the control environment in place to mitigate the controls, then
evaluating the adequacy of controls in place to mitigate the risk to determine the residual
risk

•

Comparing and aggregating risks across the divisions and identifying synergies across the
risks to ensure the highest level impact and probability is considered

•

Using stress testing and scenario analysis to further consider the adequacy and completeness of risk assessments.

•

Comparing residual risks to the company’s risk appetite to identify gaps and the need for
further actions and mitigations

•
•

Establishing risk categories for purposes of subsequent reporting and communication
Reviewing risk assessment results with executive management and the board of directors
for further considerations and oversight, particularly of identified actions to bring risks in
line with the company’s overall risk appetite

ERM Concepts and Components

Benefits Gained from a Sound Risk Assessment Process

•
•
•
•
•
•
•

Ensuring risk awareness and appropriate dialogue across the company
Understanding how divisional risks impact overall company risks
Identifying synergistic risks that increase the probability or impact of risks
Preventing risk “silos” and increasing transparency of divisional risks
More timely identifying emerging or unexpected risks
Improving the likelihood of achieving strategic objectives and prioritizing plans and actions
Supporting a process for continuous improvement

Risk likelihood describes the probability that an event will occur within a designated time
period. It is often measured and scaled based on the estimated frequency of the occurrence or in
terms of the probability of a single occurrence during the designated time period.
Risk impact (sometimes referred to as risk consequence) is the effect of the risk on the entity.
Impact, which is meant to describe the severity of the risk, can be expressed as a quantitative
score (for example, in monetary terms) or as a qualitative score, in terms of the impact on
reputation, customers, regulatory relations, and so on. Qualitative risk scores often use designations such as high, medium, low, or some combination thereof (for example, med/low).
Taken together, risk likelihood and risk impact provide a basis for a subsequent risk scoring and
ranking. This scoring or ranking of risks facilitates subsequent reporting of the risks that are
considered significant to the entity. Organizations often graph the risk assessment results on a
“heat map” to graphically represent the probability, impact, and relative ranking of significant
risks. The following illustration is an example of a “heat map.” In developing a heat map, an entity
needs to first define the scale used to distinguish high, moderate, or low for both probability and
impact. These definitions are subject to a great deal of judgment and are closely aligned with the
entity’s risk appetite and tolerance as described in a later section.
ERM Heat Map Definitions and Scales
Establishing the definitions and scales for reporting and prioritizing the entity’s most significant
risks requires both judgment and discussion. The ultimate goal of the heat map is to support an
understanding of the result of the risk assessment process and an active dialogue on how those
results compare to the entity’s overall risk appetite and what further actions might be required.
Impact is usually based on quantitative measures of the financial impact of a risk, although such
values can be difficult to assign particularly where the more severe impacts are to reputation.
Probability is the likelihood that this risk will occur during the assessed time period.
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Risk identification and assessment is a continual and iterative process that considers not
only the probability and impact of the risk if no action is taken (that is, the inherent risk) but
must also take into consideration the current controls in place to manage or mitigate the risk.
Considering these current controls allows the entity to determine the residual (that is, post
mitigation) risk. It is this residual risk that is ranked and evaluated for further reporting and
action.
Important considerations when establishing or evaluating a risk assessment process include the
following:

•

Confirming that adequate focus and consideration are given to external factors
affecting the risk. Examples include market or economic conditions that, while not
directly within the entity’s control, may have material impact to its risk profile.

•

Considering risks in appropriate specificity so they can be adequately assessed and to
ensure that control or mitigation activities result in a residual risk that is within the
entity’s risk appetite. Considerations include the following:

•

•

—

Risks that are considered at too broad a level may be difficult to completely
assess manage or monitor. A good example of a risk that may be too broad to
appropriately assess is technology risk, which can be addressed more readily
when broken down into sub-processes, such as data security, systems development, business continuity, or production change management, all of which
require different controls and control activities for managing and monitoring.

—

Care should be taken, however, to ensure that risks are not too disaggregated or
too granular, so that the collective or synergistic impact is underestimated,
misstated, or poorly understood. For example, breaking business continuity risk
into risks specific to a particular geography may ignore risk resulting from a
broader geographical or pandemic event.

Evaluating trends in the impact or likelihood of the risk, including

—

how quickly the risk probability or impact might increase or decrease in certain
conditions (sometimes referred to as risk “velocity”);

—

once an event occurs, how quickly the entity may experience the full impact of
the risk; and

—

how long the risk will impact the entity (sometimes referred to as risk “persistence”).

Developing a portfolio or composite view of the assessed risks to ensure enterprisewide coverage and scope, and assessing the aggregate impact of the risk to the entity.
It is important to note the interrelationships between risks and other risk factors to
ensure that adequate consideration is given to synergistic risks or ones that, taken
together, are greater than the sum of the individual risks.

The ERM process should allow for a continual and timely identification and assessment of new
or emerging risks or the re-assessment of an existing risk due to changes in the entity’s external
or internal environment. An effective risk assessment process considers the rate of internal or
external change and adjusts the identification and assessment process accordingly. During
volatile business conditions or a crisis situation, the risk assessment process may be performed
as often as daily or even in near “real time.”
An effective risk assessment process also analyzes each risk to determine the root cause of the
risk. This analysis may identify multiple factors that, taken together, contributed to or accelerated the risk. Multi-factor root cause analysis provides answers to multiple “why” questions to
get to the fundamental and predominant cause of a risk and to support the identification of the
specific controls intended to mitigate the risk.
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Continual Assessment
“As the economic, industry, and regulatory environments in which the entity operates changes,
the scope and nature of an entity’s leadership, priorities, business model, organization, business
processes, and activities need to adapt and evolve.”
Critical aspects of continual assessment include the following:

•

Process to identify and assess both internal and external factors that can significantly
affect its ability to achieve its objectives

•
•

Mechanisms to allow an entity to anticipate and plan for significant changes
Early warning systems in place to signal new risks that may have a significant impact on
the entity

(COSO Internal Control—Integrated Framework, 2013)
When evaluating each risk, risk assessors (that is, those responsible for performing the risk
assessment) consider both inherent and residual risks, using the following steps:
1. Assess inherent risk, which exists in the absence of any management mitigating
actions or controls.
2. Identify and assess existing controls pertinent to the risk being assessed in terms of
design, sufficiency, and operating effectiveness.
3. Determine the residual likelihood and impact of the risk that still exists even in the
presence of the identified controls (that is, residual risk).
4. Compare the residual risk to the entity’s risk appetite and risk tolerance (that is,
whether the risk is within the entity’s risk appetite) to determine whether further
action is necessary.
Understandably, significant judgment is involved in this risk assessment process. By applying
a rational, careful, and repeatable risk assessment process, management obtains a better
understanding of risks and what can be done to manage the risks within the entity’s overall risk
appetite. This in turn results in a better ongoing risk management process.
Lastly, management should establish a process to document, review, validate, and report the
enterprise or portfolio view of the risk assessment outcomes to ensure comprehensiveness and
quality. This process involves subject matter experts who can engage in robust dialogue and
rigorous challenge. This process may also call upon external or industry expertise to augment
internal expertise to challenge “group think” and internal bias. Robust and challenging dialogue
not only improves the quality of the assessment results in the near term but also assists in
developing internal expertise and knowledge for the longer term.
The Importance of Monitoring Activities to the ERM Process
An entity’s system of internal control will often change. The entity’s objectives and the components of internal control may also change over time. Controls

•
•
•

may become less effective or obsolete,
may no longer be deployed in the manner in which they were selected or developed, or
may be deemed insufficient to support the achievement of the new or updated objectives.

Monitoring activities are selected, developed, and performed to ascertain whether each component continues to be present and functioning or if change is needed. Monitoring activities provide
valuable input for management to use when determining whether the system of internal control
continues to be relevant and is able to address new risks.
(COSO Internal Control Integrated Framework—2013)

5.0 Risk Response
The COSO ERM framework’s executive summary states that “management selects risk responses—
avoiding, accepting, reducing, or sharing risk—developing a set of actions to align risks with the
entity’s risk tolerances and risk appetite.”
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In that context, if a particular residual risk doesn’t fall within the entity’s established risk
tolerance levels, then management should select an appropriate response or combination of
responses to bring the risk within its risk tolerance within an acceptable time frame. In
determining an appropriate risk response, management considers the cost versus benefit of the
available responses and gauges the investment or resources required to further mitigate the
residual risk.
Finally, management also reviews the aggregate portfolio of risks to ensure that the combined
impact of the entire portfolio of risks does not exceed the entity’s overall risk appetite. This
process should also ensure that risks are not considered in silos and that risks are reviewed in
the context of the entire organization’s risk appetite and tolerances. This enterprise or aggregate
review frequently requires additional analysis, discussion, and challenge, and an iterative
approach that necessarily relies on a great deal of business insight and judgment.
Risk response discussions, conclusions, and plans should be well documented to provide evidence
of the process followed and conclusions reached. Such documentation also provides basis for
ongoing management and monitoring of risk response plans to ensure successful and timely
completion.
See appendix B for an example Summary Risk Action Plan and Detailed Risk Action Plan.
Types of Risk Responses
acceptance. A decision to take no action to address or further mitigate a risk. Risks that are
accepted should generally have low impact on the organization.
reduction. A decision to address a risk by developing and implementing additional or better
controls to counter the underlying threat or to minimize the resulting impact, or both. Risks
that are further mitigated are those that typically have a medium to high impact on an
organization.
avoid. A decision to remove the risk entirely by stopping or eliminating the activity that gives
rise to the risk.
share. A decision to mitigate the impact of the risk to the entity by sharing the risk with an
external party (for example, an insurance company).

6.0 Control Activities
The COSO ERM framework’s executive summary states that “policies and procedures are
established and implemented to help ensure the risk responses are effectively carried out.”
After establishing and documenting appropriate risk responses, actions, and plans, management
should establish control activities to ensure risk response actions and plans are timely carried
out and are effective in supporting the achievement of underlying objectives giving rise to the
risk response. These control activities identified as part of the risk action plans should also be
well documented, assigned, and reported to ensure successful and timely completion. These
control activities might also require review and modification due to changes in the business or
the operating environment.
There are many types of control activities that may be established to ensure risk response actions
and plans are effectively carried out. These control activities include both preventative and
detective controls and, in some cases, can become risk response activities themselves. Such is the
case when the control activity becomes embedded in ongoing policies and procedures (for
example, the introduction of a new authorization control) or an ongoing reporting process (for
example, a report to timely alert management to operational errors).
ERM Control Activities
An entity may wish to leverage its internal communications and human resources team to ensure
that the entity’s risk management program (including its ERM policies) is well communicated
and that risk management responsibilities are appropriately reflected in job descriptions,
performance planning, measurement, and monitoring processes.
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7.0 Information and Communication
The COSO ERM framework’s executive summary states that “relevant information is identified,
captured, and communicated in a form and timeframe that enable people to carry out their
responsibilities. Effective communication also occurs in a broader sense, flowing down, across,
and up the entity.”
As part of the overall ERM program, management should ensure there are appropriate procedures to report the outcomes of the ERM program and to provide evidence that the ERM program
is functioning appropriately.
Reporting should support internal and external communication of the

•
•
•
•

risk assessment results and comparisons to the entity’s risk appetite;
risk response actions and plans and their status or achievement;
the process for ensuring ongoing monitoring of the entity’s significant risks and risk
trends, as well as the process for capturing new or emerging risks; and
risk management program evaluations, recent enhancements, and improvement plans.
Leading Practices in Risk Communications

An organization applying leading practices in risk communications includes information about
its ERM programs and reporting processes in its annual reports to key stakeholders as part of
the disclosure of corporate governance principles and practices and via the organization’s
external and internal internet sites.
The following is an example of such a communication: “Risk management is a fundamental part
of the Group’s business strategy and effective corporate governance. The Group adopts a risk
philosophy aimed at maximizing business opportunities and minimizing adverse outcomes,
thereby enhancing shareholder value by effectively balancing risk and reward.” (From the
Annual Report for SingTel)
To facilitate robust and ongoing ERM reporting, management should consider the need for
additional ERM information capture during its risk assessment and response process. For
example, ongoing risk reporting may require different risk attributions, roll-ups, or categorizations (for example, by line of business, responsibility, legal entity, or geography). Identifying these
reporting needs up front will support a timely and efficient process for capturing required
information during all stages of the ERM process.
Another important aspect is to implement feedback and escalation paths allowing staff throughout the organization to communicate issues or concerns directly to leadership and anonymously,
if necessary.
External Stakeholder Communications
Both the ISO 31000 framework, and the COSO Internal Control—Integrated Framework, in its
Information, Communication, and Monitoring sections stress the importance of communicating
with external stakeholders.

8.0 Monitoring
The COSO ERM framework’s executive summary states that “the entirety of enterprise risk
management is monitored and modifications made as necessary. Monitoring is accomplished
through ongoing management activities, separate evaluations, or both.”
Management determines whether the entity’s ERM program continues to be effective by
conducting ongoing monitoring, separate evaluations, or a combination of the two. Results of
these activities are communicated and reported to those responsible for taking action according
to the entity’s established policies and protocols for such communication. Such protocols and
policies should clearly articulate escalation criteria and procedures for communication and
treatment of serious matters, including communications to management, external parties (for
example, regulatory agencies), and to the highest level governing body, such as the entity’s board
of directors. Additionally, results of ongoing monitoring and separate evaluations may be reported
externally as required or appropriate.
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After the ERM program is well underway, consideration should be given as to how to ensure post
implementation and ongoing commitment to the program’s success and to ensure the program
necessarily evolves and matures with the business. Further guidance on such ongoing efforts can
be found in chapter 4, ERM Program Maturity Monitoring and Evaluation.

III. ERM Roles and Responsibilities
While specific roles and responsibilities for designing, implementing, maintaining or evaluating
an ERM program are mentioned throughout this guide, this section summarizes the roles and
responsibilities critical to an effective ERM program by leveraging specific guidance found in
both the COSO ERM and the ISO 31000 frameworks. This guidance includes roles and
responsibilities specific to governance, oversight, and ongoing accountability essential to maintaining an effective ERM program. It is important to note that the structure and assignment of
specific ERM responsibilities may differ depending on an organization’s size, complexity, and
resource availability.

Entity Roles
Board or Equivalent Roles
The entity’s board of directors or similar governance group is responsible for providing appropriate oversight of an entity’s ERM program. This oversight responsibility should be documented
in the governance or charter documents, which should reference the following:

•

The board or governance group composition supports diversity of thought which
facilitates appropriate challenges in strategy setting and other discussions with
management.

•

The board regularly receives communications from management on the significant
risks impacting the entity and regularly meets to review the entity’s risk management
process and outcomes.

•

This oversight process is documented in meeting agendas, minutes, and other materials.

Some boards establish an ERM subcommittee and others combine risk oversight with audit or
finance subcommittees; however, full responsibility should remain with the entire board (or
equivalent governing body) and as such, the board’s oversight should include the following:

•

A full board review of the ERM process that takes place at least annually to ensure
that the board or governing body is sufficiently knowledgeable about the entity’s ERM
program and outcomes

•

Awareness of and concurrence with the entity’s risk appetite statement and tolerances,
as evidenced by reviews and approvals

•
•

Regular updates on the entity’s most significant risks
Regular review of evidence that the entity’s enterprise-wide risks have been considered
relative to its risk appetite and tolerances and that appropriate action has been taken

Entity Management
The entity’s management, under the leadership and guidance of its chief executive, is responsible
for all ERM activities and for ensuring that ERM responsibilities are well communicated and
understood throughout the entity and training is sufficient to support this understanding. As
such, management should take action to ensure the following:

•

There is an appropriate risk culture and awareness including the “tone at the top” and
“tone in the middle” that discourages improper activities and establishes opportunities
to report issues outside of normal reporting lines.

•

ERM is understood to be everyone’s responsibility and is an explicit and implicit part
of everyone’s job description and performance standards.

•

Senior management and decision makers have responsibility for managing risks
related to their business unit or entity’s objectives and activities.

•

ERM responsibilities are cascaded throughout the organization, with each manager
accountable to the next higher level of management.

•
•

Compensation plans discourage undue, inordinate, or inappropriate risk taking.
There exists an appropriate allocation of resources for the ERM program to be effective.
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•

Risk management activities are structured to ensure enterprise-wide risk management (that is, there are no risk “silos”).

•

Quality review programs (often supported by internal audit or compliance functions)
provide reasonable assurance that the ERM program is operating as designed and is
effective.

An ERM committee or similar structure within the company, with a designated lead, manages
and monitors the ERM program and gathers evidence of a well-functioning ERM program, as
indicated by the committee agendas, minutes, documented policies and procedures, action/
approval logs, and ongoing reporting. Careful consideration should be given to this committee’s
constituency or structure to ensure enterprise-wide representation, expertise, and participation.
The composition might vary depending upon the size, complexity, and nature of the business.

Internal Auditors
Internal auditors can play an important role by conducting assessments of the ERM process and
providing assurance on the design and function of the process as well as assessing the
effectiveness and efficiency of risk responses and related control activities. The following
diagram, extracted from The Institute of Internal Auditors (IIA) Position Paper, “The Role of
Internal Auditing in Enterprise-wide Risk,” illustrates internal audit’s potential role in the ERM
process and describes tasks that internal audit personnel may perform to ensure that they do
not compromise independence or objectivity.

Source: The Institute of Internal Auditors (IIA) Position Paper: The Role of
Internal Auditing in Enterprise-wide Risk Management

The Role of External Parties in the ERM Process
Where appropriate, an entity’s management or its governing body may engage parties not
responsible for the day-to-day management or oversight of the ERM process (for example,
external auditors, advisory firms, or rating agencies) to provide relevant reviews to ascertain that
the ERM processes are operating effectively. Such reviews or engagements of external parties
should be supported and documented by letters of agreement or understanding and should
include consideration of relevant reporting.

16

Enterprise Risk Management: Guidance for Practical Implementation and Assessment

ERM Program Success Factors

•
•
•
•
•
•
•
•

Executive sponsorship and appropriate culture
Linkage to strategic initiatives and objectives
Enterprise-wide perspective, expertise, and involvement
Detailed, continuous communication
Clear documentation of the program
Realistic cost/benefit considerations
Adequate training and resource allocation
Commitment to continuously maturing the program

ERM Program Development
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Chapter 3

ERM Program Development
This chapter provides guidance on how to implement a new, formal ERM program and how to
enhance an existing one. This chapter builds upon the concepts and components of an effective
ERM process as found in chapter 2, ERM Concepts and Components, along with guidance found
in the ISO 31000 risk management guide in the framework section. It also provides guidance on
the policies and procedures required to expand the ERM process into a full ERM program and
to ensure completeness. While there are many approaches and ways to develop or enhance an
entity’s ERM program, this chapter provides guidance organized into five phases.
ERM Benefits
“Managing risk is imperative for successful leadership in today’s business world. Leaders must
develop processes like enterprise risk management (ERM) to improve their ability to manage
risks effectively. ERM cuts across an organization’s silos to identify and manage a spectrum of
risks.”
Paul L. Walker and William G. Shenkir, “Implementing Enterprise Risk Management,” (2008)
Phases in ERM Program Development

I. Mobilize

Phase Objective: Engage and formalize senior sponsorship, establish governance mechanisms,
define project roles and responsibilities, allocate resources, build out a detailed plan, and launch
via a kick-off meeting.
This phase provides the opportunity to re-articulate and confirm the program objectives and
benefits, and to design and implement the project infrastructure and governance mechanisms.
At the onset, it is important to recognize and articulate the value of an ERM program for
management and other stakeholders. By doing so, the organization can work to ensure that
appropriate support and commitment is given by all levels of the organization. As the ISO risk
framework notes, “the introduction of risk management and ensuring its ongoing effectiveness
requires strong and sustained commitment by management of the organization.”
As described in chapter 1, Overview of the Enterprise Risk Management Guide, potential benefits
of an ERM program include the following:

•

Supporting achievement of the entity’s strategic and operational objectives by managing risks that might prevent achievement of these objectives

•
•
•

Streamlining compliance and control efforts to improve efficiency and effectiveness
Meeting regulatory, investor, customer, and other stakeholder expectations
Establishing and standardizing an enterprise-wide understanding of ERM to ensure
adequate consideration of risk in strategy setting and operational management
activities

It is important to note that identifying and articulating the benefits of ERM is an iterative
process as additional benefits may be identified as the ERM program is developed.
With that in mind, the following are suggested activities in the “Mobilize” phase.
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Establishing Appropriate Sponsorship
The project team needs to make sure that it has the proper sponsorship to make its ERM
initiatives successful. There should be adequate and sustainable sponsorship to support the
project for the continued success of the ERM program and to ensure sufficient resources, support,
and organizational commitment to change.
ERM Program Sponsorship and Commitment of Resources
ERM Sponsorship
From the onset of an ERM program, strong leadership and executive sponsorship is crucial, no
matter the size of the organization. Such sponsorship should be at an appropriate level and have
the requisite authority to ensure full oversight, transparency, and accountability across all
activities of the organization and to ensure appropriate participation and resources to make the
program successful. While sponsors are important at the beginning of the program, ongoing
commitment from sponsors, and their active and engaged participation, is equally important to
ensure continued focus and responsiveness to ongoing change.
Commitment of Resources
After establishing appropriate sponsorship, consideration should be given to how to resource the
program from initial implementation through ongoing program management and support. This
resourcing should consider the following questions:

•
•

Will there be a chief risk officer or other equivalent ERM lead?
Will there be dedicated ERM roles and if so, what are those roles and what skills are
required in those roles?

•

Will an ERM committee be formed and, if so, what entity-wide, cross functional representation is required? Consideration should be given to ensure that there is full entity
coverage, representation from specific risk areas (for example, information technology,
finance, and legal) as well as from areas where there are current risk related roles (for
example, compliance or internal audit).

•

Who will be involved in the ongoing risk assessment, monitoring, and reporting processes
and how will these individuals interact with the ERM resources or committee?

Establishing Roles and Responsibilities
In most cases, the program will be developed in stages or phases as ERM roles and related
responsibilities evolve and mature over time. The size, complexity, and scale of the organization
will also affect the resources required to ensure the ERM program’s success. Some organizations
will need to work with internal departments such as legal to ensure the ERM program fits well
within the context of the entity’s existing governance and oversight processes.

Project Governance
Develop the ERM project charter, defining the project objectives, governance structure, communication approach, status reporting and issue escalation mechanisms, key roles, and responsibilities. Typically, enterprise-wide programs will have a project sponsor, steering committee and
working group, project manager, and work stream leads.

Planning and Launch
Build out the detailed project plan defining the project phases, timeline, key milestones, resource
requirements, dependencies, and linkage to other initiatives.
Plan and conduct the project kick-off meeting with sponsors, stakeholders, and other interested
parties to confirm expectations, timing, and other planning related impacts and considerations.
This kick-off meeting can be helpful to confirm commitments and set expectations from the very
beginning of the project to ensure success.
Suggested outputs include the following:

•
•
•
•

Project charter
Detailed project plan
Project communication plan
Kick-off meeting
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Timeline
The timeline for completing the mobilize phase is typically one to two weeks.
Initial Questions to Consider During the Mobilize and Plan Phase

•
•
•
•
•
•
•
•
•

Who are the critical participants and stakeholders in the initial program development?
How do I define the program’s value in the context of my organization?
How do I ensure appropriate sponsorship?
What resources do I need to be successful?
What is my timing and urgency for initial rollout?
How do I begin the initial event identification and risk assessment process?
Is there any existing process or tool I can leverage?
How and to whom do I report progress?
What roadblocks might be encountered in initial program development?

II. Current State Analysis

Phase Objective: Develop a baseline understanding of the current state of ERM activities and
document the current state to help with future phases.
Understanding the ERM current state and its effectiveness will allow the organization to assess,
leverage, and improve upon existing processes. Information gathering is vital during this phase
and a key suggested output is an inventory of the entity’s existing ERM activities, along with an
initial assessment of their current effectiveness. All ERM activities, even those in the process of
being implemented, should be included in the current state inventory. Moreover, while the scale
and scope of these existing activities may vary widely from organization to organization,
organizations typically have some ERM processes in place to identify critical or pervasive risks
and to take steps necessary to better understand and address them.

Current State Considerations
The ERM current state phase should consider all of the concepts and components of an effective
ERM program to ensure information gathered covers the entire end-to-end ERM process. The
project team should establish protocols for logging the information received and determining the
list of criteria for the review process so there is consistency, especially if there are multiple
reviewers.
This current state analysis should be focused on identifying the effectiveness of the components
of the existing program and identifying opportunities for future improvement. For example, the
existing ERM program may not have adequate governance, or may lack monitoring procedures
to ensure the process is effective. Identifying gaps and shortcomings of the current state program
provides opportunities for future improvement and as well as a baseline against which to
measure future success.
Appendix C includes an example of a model that can be used to evaluate the current state of the
ERM program. This model provides criteria or attributes for evaluating the maturity of the ERM
program across the eight COSO ERM components (as described in chapter 2). The criteria are
organized along a maturity scale ranging from level 1, which describes the attributes expected
in a program that is in its initial stage of development, to level 5, which describes a more
advanced program. The results of this evaluation can be used to provide an overall rating of the
program, although considerable judgment must be applied as a typical ERM program will not
be uniform in its maturity across the components.
The following are suggested activities during this first phase.
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Gather Documentation
The amount and type of information gathered can vary greatly by entity. It is therefore helpful
to start with a basic information request list and expand from there. Information frequently
gathered and reviewed to identify the current state might include the following:

•
•
•
•
•

Organization charts and risk management policies
Business planning and risk appetite setting processes
Risk/control assessments and measurement approaches
Sample management reports
Risk management infrastructure

Additional information collection methods may include the following:

•

Surveys/Self-Assessments—The entity may choose to send a prepared list of questions or a self-assessment to select representatives from the business, key risk
oversight personnel, internal audit, business unit leaders, or others to capture current
risk management practices. The advantages of using surveys and self-assessments
include a consistent set of questions and information requests that can be disseminated throughout the organization and results which can be easily aggregated. A few
notes of caution with surveys and self-assessments; obtaining timely responses can be
difficult, and with no face-to-face interaction it may be difficult to interpret results or
determine the validity of the information provided.

•

Interviews—Another method of gathering information is by interviewing stakeholders and resources identified during the initial planning meeting. For these interviews,
there may be a prepared set of questions used to guide the interview and it may be
helpful to send these questions in advance of the interview. A proposed list of interview
questions should be discussed as part of the kick-off meeting.

•

Workshops—The entity may find conducting a workshop or several workshops to be
an expedient way of gathering or validating collected information by having a selection
of representatives from the business, key risk oversight personnel, internal audit,
business unit leaders, and so on, together at the same time. Workshops may be
structured by business or ERM process or other factor, but should maintain flexibility
to adapt to information received during the workshop. Careful consideration should be
given to the mix of people invited to the workshop (taking into account seniority, level
of experience, scope of roles and responsibilities, and so on) to ensure the workshop is
effective.

Suggested outputs include the following:

•
•
•

Inventory of existing ERM activities
Initial assessment of the effectiveness of current ERM activities
Current state and initial findings validation workshop

Timeline
The timeline for completing the current state assessment is dependent upon the size and
complexity of the entity, but a good baseline assumption is two to six weeks. It is important to
keep this phase from losing project momentum, resources, or support.

III. Future State Operating Model Design

Phase Objective: The primary goal of this phase is to design a future state operating model or
update an existing operating model for the entity’s end-to-end ERM program.
The future state operating model design can be informed by such resources as

•
•

the current state analysis which provides baseline information,
analysis of peer organizations’ ERM programs and industry standards,
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the ISO 31000 framework (Clause 4) section of the guide, and
regulatory requirements.

The following are suggested activities for this phase.

Peer and Industry Analysis
Typically, comparisons to organizations both within the same industry and outside the industry
can be insightful. Organizations within the same industry often have similar business models
and may face similar risks. Comparisons across industries can yield useful data points when the
project team is looking for innovative practices or lessons learned from industries that are more
mature in terms of risk management. Additional considerations include the following:

•
•
•
•
•

Leading or accepted industry standards
Lessons learned in the industry as a result of industry developments, events, or risk
management failures
Industry regulatory requirements and expectations
Other leading practices for effectiveness, efficiency, and benefit realization
Risk management practices in other internal lines of business

The project team, after determining the criteria for the comparison, should determine how the
comparison should be documented and subsequently summarized and reported to project
sponsors and other interested parties.

Develop a Target ERM Operating Model and Framework
A well thought out and formally documented ERM operating model and framework can provide
a solid foundation for robust ERM governance and program development. The ERM framework
should articulate the goals, objectives, and value proposition of the program and should define
the ERM organization and governance structure, risk culture philosophy and expectations, key
risk management processes, reporting and infrastructure, and the business dimensions in scope
for the overall program as follows:

•

ERM organization and governance—Role of the board in the design, review,
approval, and oversight of the risk management program; structure, authority, composition, and mandate of committees that have ERM as part of their mandate

•

Risk philosophy and culture—Risk vision, tone at the top, risk management values,
and risk taking philosophy that guides the execution of roles and responsibilities and
cascades throughout the organization

•

Risk management processes—Planning and risk appetite setting, risk identification, risk measurement, risk mitigation, control and validation, and risk adjusted
performance measurement and evaluation

•

Risk analytics, reporting, and infrastructure—Key risk indicators (KRIs), risk
inventory, risk reporting, capabilities, and skill sets required of risk management
resources

•

Business dimensions—Business units, product/service units, legal entities, and
geographies

The target operating model should be socialized iteratively with the core team, and then
ultimately to senior management to obtain feedback and to ensure buy-in.

Develop the ERM Risk Appetite and Risk Tolerances
One of the more complex aspects of ERM framework development is the definition of the entity’s
risk appetite and risk tolerances. The following is an example of a risk appetite and risk tolerance
statement.
XYZ’s Risk Appetite and Risk Tolerance Statement
Risk is inherent in the pursuit of any worthy business objective. Although risk cannot
be eliminated, not all risks are justified or appropriate. This Risk Appetite and Risk
Tolerance Statement embodies the standards by which we assume and manage risk.
We have a significant appetite for risks that are within our tolerance and assumed in
pursuit of a suitable reward. We have no appetite for activity that endangers our
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employees or others, puts the organization’s financial well-being at risk, or is contrary
to our vision, character, and values.
We expect all employees to follow the principles set forth in this Risk Appetite and Risk
Tolerance Statement in their daily business conduct.
Risk Appetite

Regulatory
and
Compliance

People and
Talent

Risk Tolerance

• We are committed to the laws
and regulations that govern
our business.

• No fines, sanctions, or penalties

• We will not put our business
reputation at risk in pursuit
of profit.

• No significant areas of systemic noncompliance

• We shall attract, retain, develop, and engage superior
and diverse talent from all
sources.

• Exceed industry average Candidate
Net Promoter Score and increase
YOY score

• We must continuously strive
to ensure safe working conditions for all employees.

• Less than $XXXK/yr. in regulatory
settlements

• No reduction in use of global reporting hotline

• YOY improvement in retention/
representation in critical FT categories
• Corporate injury/illness rate below
XXX
• US workers comp loss rate less than
XX%

• Our appetite for risk should
be commensurate with our financial condition.
Strategy

Operations

• We will anticipate, identify,
and respond to significant
changes in the economy and
the competitive environment.

Technology

• Expenses < XX% of gross profit
• Meet budgeted EPS and leverage targets
• Transition one or more transformative innovation initiative to product
development after successful pilots

• Customer relationships must
be profitable.

• Earn XX% of GP from PT; XX% from
a specific operating division

• No substantial contractual
risks shall be assumed without appropriate approvals.

• No material costs arising from noncompliance with contract review

• We shall have accountability
for all significant risk exposures.

Finance

• Return on sales of XX%

• Critical business decisions
must be appropriate in light
of available capital and liquidity.

• Timely development and execution of
risk mitigation plans

• Meet budgeted EPS and leverage targets
• $XXXM + total debt capacity

• We will not engage in relationships that would put our
financial security at undue
risk.
• Programs shall be in place to
protect sensitive information
and govern technology risks.

• No significant information breaches
• Prioritized plan for mitigation of
non-US disaster recovery/business
continuity risks
• Successful testing of disaster recovery programs

ERM Program Development
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Link Current ERM Activities to the ERM Program Plan
Existing ERM activities should be appropriately linked to the ERM program to be developed
(that is, the ERM process along with the supporting policies and procedures). This initial
planning exercise should be enterprise-wide in scope and should be documented, at least at a high
level, to support an appropriate understanding and to serve as a baseline for program implementation.

Documenting ERM Policies
After developing the ERM framework, consideration should be given to documenting other
aspects of the ERM program including the policies and procedures that define and govern the
overall ERM process. Such documentation should address all aspects of the ERM program to
facilitate ERM program standardization, implementation, communication, and understanding
throughout the organization. Such documentation also provides a basis for subsequent program
evaluation and instills discipline and facilitates implementation. Even in smaller organizations,
such documentation can be useful in reviews with regulators, bankers, or other authorities who
require awareness and evidence of the organization’s ERM efforts. The nature and extent of the
documentation, however, is a matter of management discretion and should be scaled based upon
the size and complexity of the organization.

ERM Program Scalability and Related Considerations
It is important to consider the size and complexity of the organization so that the ERM program
can be properly resourced and scaled. Such consideration will ensure that the organization
derives the intended benefits of the program while not burdening the organization with a
program that is over-engineered. For instance, a larger organization may find that an ERM
committee is appropriate, whereas a smaller organization may find that leveraging an existing
management committee and integrating an ERM agenda into the routine management meeting
agenda is most efficient. There are many variations as to how an ERM program is best resourced
and carried out, and an organization is wise to give such structure and programming the
necessary time and consideration in advance.

ERM Program Technology Considerations
When starting an ERM program, most organizations will find it beneficial to initially use existing
technology tools such as word processing or spreadsheet software for capturing, evaluating, and
reporting the entity’s enterprise risks. Such tools may also be effective in subsequent follow-up
and monitoring of risk mitigation and action plans. Once the initial framework is in place, an
entity may find it beneficial to adopt more sophisticated tools in support of its ERM program.
A number of such tools exist. Practitioners may find it helpful to refer to the publications of
independent industry observers in order to obtain an understanding of the current tools available
in the market. In addition to considering specific ERM tools, an entity may also find it beneficial
to leverage online intranet-based survey tools to gauge employee awareness and perceptions of
risk culture, risk attitudes, or to obtain information specific to existing or emerging risks.
Suggested outputs from this phase include

•
•
•

analysis of industry peer ERM practices;
an approved target ERM operating model and framework, including definition of roles
and responsibilities, processes, and reporting; and
an ERM policy.
The Role of Technology in ERM
“A Real-World Perspective”

Technology can be a key enabler for any risk management program. Most organizations will find
that they need a technology solution to manage all of the data gathered, and such solutions may
also address monitoring, follow-up, and communication challenges. However, it is important to
establish the risk management approach before selecting a technology solution. Otherwise, the
organization may be forced to adopt the vendor’s approach instead of one that better fits the
organization’s needs and culture.
Internal Auditing’s Role in Risk Management (The IIA Research Foundation, March 2011)
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Timeline
The timeline is dependent upon the scope and scale of the entity’s targeted ERM program, along
with the sufficiency of project resources, but the typical time to complete this phase is two to four
weeks.

IV. Gap Analysis

Phase Objective: The goal of this phase is to assess the entity’s current ERM risk management
practices against the desired future state, to identify gaps, and to develop actionable recommendations to address these gaps so as to move to the future ERM model.
Now that the entity’s current state and desired future state ERM operating model have been
established, the entity can identify the gaps that must be filled to implement the future state.
These gaps will drive recommendations which can then be prioritized and sequenced into an
ERM implementation roadmap. The following are some suggested activities during this phase.

Preliminary Observations
During the gap analysis phase, the project team will begin to develop preliminary observations
on gaps and areas for potential improvement. It is important for the team to document these
preliminary observations to establish the starting point and provide further analysis. Preliminary observations may consider the following:

•

Organization and governance structures supporting ERM and level of engagement by
the business with respect to risk management activities

•

Processes for strategic planning and determination of risk appetite, risk identification,
aggregation, measurement, and reporting of current and future risk

•
•
•
•

Communication, escalation, and management of risk issues
Risk systems and infrastructure
Assessment of the current state of the risk management practices
Current risk processes compared to industry standards and business expectations

The gap analysis should consider all the concepts and components of an effective ERM program
to confirm the completeness and accuracy of the information gathered. This approach will help
to identify critical gaps in the ERM program including ERM processes or activities that are not
present, adequately designed, implemented, or operating as intended, or those that do not meet
the entity’s objectives.
The preliminary observations should be socialized with key stakeholders and further refined and
updated.

Recommendations
Once the gap analysis and preliminary observations have been validated, the next step is to
develop actionable recommendations to address the identified gaps. These recommendations in
turn will facilitate the development of an ERM program implementation roadmap. (The implementation roadmap is addressed in the next phase).
Suggested outputs from this phase include

•
•

documented observations on gaps and
documented recommendations to address identified gaps.

Timeline
The timeline for this phase will be dependent upon the extent of the information gathered and
the size and nature of the entity’s ERM program. This phase is typically three to four weeks in
duration. If information necessary to complete this phase is difficult to obtain, this phase might
be extended.
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V. Implementation

Phase Objective: The primary goal of this phase is to plan for and implement the operating
model or revised operating model for enhancing the entity’s ERM program.
The implementation phase should consider all of the concepts and components of an effective
ERM program to ensure completeness of the implemented ERM program. This phase will
prioritize aspects of the ERM program as well as plan for and sequence their implementation
accordingly. Additionally, to ensure program success, the entity will need to communicate and
train personnel to make sure they have the right skills and knowledge to appropriately support
the ongoing ERM program. During implementation, the right metrics should be reported to
measure program success and to identify any interim program changes or corrections needed to
make sure the implemented ERM program is functioning effectively.
Implementation is an important phase for an entity as the ERM team will be validating
information from prior phases and putting the operating model into action or revising the
existing operating model. Throughout this phase, it is suggested that the ERM team validates
results with project sponsors and other interested parties to ensure continued support and that
expectations are being appropriately met.
The following are suggested activities.

Develop Implementation Roadmap
The recommendations developed in the prior phase should now be organized along common
themes and aggregated into initiatives. In order to build out an implementation plan, these
initiatives will need to be sequenced and prioritized. It can be helpful to arrange the initiatives
on a heat map so as to draw insights on appropriate sequencing and prioritization. For example,
initiatives that are relatively low in effort and yet will deliver substantial benefits may be
prioritized so as to gain momentum and support for the program.
Additional prioritization considerations include the following:

•
•
•
•

Linkages and dependencies between initiatives
Resource availability
Level of investment and effort required to support implementation
Project risks and considerations as identified by the ERM team

Once the initiatives are sequenced and prioritized, timelines and key milestones can be identified
and validated

Project Planning
The finalized and validated roadmap then forms the basis for detailed project planning. Project
plans are normally developed by work stream or initiative leaders. The central program office
typically sets standards for the structure and detail required so that the individual project plans
may be aggregated so as to obtain an overall view of the planned ERM implementation activities
and milestones.

Communication and Training
Effective communication, change management support, and training are crucial to the successful
rollout of an ERM program. Throughout program implementation, frequent communication
should inform employees about program progress and promote an organization-wide, risk-aware
culture. Targeted training should be developed for those more directly involved in the ERM
program including those involved in the event identification and risk assessment process as well
as the ongoing ERM monitoring and reporting processes. Communication and training activities
should highlight and stress ERM roles and responsibilities and address questions from employees and other interested parties.
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Design Program Performance Metrics
Implementing or enhancing an ERM program is not a simple or short-term process. It is a
long-term commitment and the entity would benefit from having useful measurements to gauge
progress. Without a useful measure, progress becomes subjective and based on opinion. ERM
Program metrics may use the following information:

•
•
•

Current and historical performance information
Expected performance targets
Defined tolerances or thresholds to highlight deviations

Metrics may be designed to provide singular information points, but are often collected in a
dashboard or scorecard for management. It should be noted that metrics, while often operational
in nature, may also be a useful monitoring tool as metrics may use information that signals a
failure or anomaly. The following is an example of a Risk Tolerance Scorecard that an entity
might use.
After management and the governing oversight body (for example, the entity’s board) accept and
ratify the entity’s risk appetite and corresponding risk tolerances, it is important that management regularly track and report compliance with the risk tolerance levels. The following is an
example of a simple scorecard that can be used to report such compliance. An entity may choose
to expand this report to provide additional details, particularly with respect to each of the risk
appetite categories or attributes.
Risk Tolerance Scorecard
Reporting Period:
Risk Appetite
Categories or
Attributes

Executive/
Management
Owner(s)

Assessment (Low,
Moderate, High)

Out-of-Tolerance Conditions
and Mitigation Strategies

Moderate

Add Description

Regulatory/
Compliance
People/Talent

Low

none

Moderate

Add Description

Operations

Low

none

Finance

Low

none

Technology

Low

none

Strategy

Suggested outputs from this phase include the following:

•
•
•
•

Initiatives grouped by theme
Initiative heat map
ERM program implementation roadmap
Initiative level project plans

Changes to the Implementation Plan
It is not uncommon for issues to arise shortly after the new or revised ERM operating model has
been implemented. The ERM team should be prepared to document issues, investigate causes,
resolve issues, and follow-up on program adjustments in response to these issues. In order to
deduce the cause of an issue, the team should ask, “Why, what, and how?” or look at unanticipated
variables. The following are possible questions to ask during the issue resolution process:

•
•
•
•

Why is the ERM program not achieving agreed milestones or objectives?
How can the ERM program be adapted to get back on track?
What has changed since the current state was examined or the ERM operating model
was designed that could cause implementation challenges?
What needs to be done to help train the resources to increase understanding and
awareness of the ERM program?
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Timeline
The timeline is dependent upon the scope and scale of the entity’s targeted ERM, the sufficiency
of dedicated or available resources, and the extent of technology or other external work required
to support the implementation. It is not uncommon for more complex entities to adopt a phased
implementation.

ERM Program Maturity Monitoring and Evaluation
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Chapter 4

ERM Program Maturity Monitoring and Evaluation
Management monitors the ERM program and makes changes to ensure the entire ERM program
is functioning effectively. This monitoring is best accomplished through ongoing monitoring
activities and separate evaluations.
As found in the COSO ERM framework, examples of ongoing monitoring activities and separate
evaluations include the following:

•

Managers reviewing reports used to manage operations on an ongoing basis may spot
inaccuracies or exceptions to anticipated results.

•

Communications from external parties (that is, such as clients) might corroborate
internally-generated information or indicate problems.

•

Regulators, external auditors, and advisors might provide recommendations for improving the ERM program.

•

Training seminars, planning sessions, and other meetings provide important feedback
to management on whether ERM program is effective.

The ERM program should be dynamic, as the program’s effectiveness can be impacted by a
myriad of changes including shifts in the organization’s strategy to address emerging business
opportunities, market related risks, and economic or regulatory conditions impacting the business. As such, ERM processes must be evaluated to determine whether the program is operating
as designed and whether recent improvements or modifications have been effectively implemented. This evaluation may be part of the organization’s periodic review of ERM program
effectiveness or may be part of the management activities within a continuous improvement cycle
whereby results are measured and modifications are made as needed.
The COSO’s Updated Internal Control—Integrated Framework
The term monitoring in the COSO Internal Control—Integrated Framework was updated in 2013
to monitoring activities, and the term ongoing monitoring activities was updated to ongoing
evaluations.

I. ERM Program Evaluation
•

Building or enhancing awareness, accountability, and transparency—These
are all benefits of evaluating an ERM program. Conducting an evaluation demonstrates and reinforces the fact that managers and their staff are responsible for
incorporating effective risk management practices into business processes and for
demonstrating the extent to which they have done so. An evaluation promotes a better
appreciation for and understanding of risk management requirements and responsibilities.

•

Evaluating the degree of conformity with the ERM charter, standards, policies and procedures, or some combination of these—ERM program evaluation
can help establish a clear understanding of a business unit or function’s ERM
objectives and activities and contribute to effective outcomes. An evaluation can help
employees understand the purpose of risk management activities and demonstrate the
effectiveness—or failure—of certain steps in the process.

•

Developing management reports that identify the degree of reliability of risk
results, outcomes, and reporting outcomes, and reporting—Through evaluation, managers at all levels receive information on how well risk is being managed and
how well existing management efforts and programs are working. In some cases, this
information may reveal overlooked or emerging risks or supply new details on existing
risks that may prompt changes in risk management approaches.

•

Providing a basis for identifying program improvement opportunities—ERM
program evaluation measures progress in achieving those improvements or in advancing the ERM program along the entity’s risk program maturity continuum. The
risk maturity level is generally based on the extent of an organization’s awareness of
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risk, its ability to identify new risks, the comprehensiveness and coordination of its
approach to risk management, and its readiness to address it. (See the expanded
discussion of risk maturity continuum later in this chapter.)
Examples of ERM Evaluations

•
•
•

Evaluate the adequacy of ERM program sponsorship and management support
Evaluate how well the ERM program is being carried out
Evaluate the overall ERM program results

Approach to an ERM Program Evaluation
An ERM program evaluation might initially be undertaken after a specified period post
implementation to determine the effectiveness of the new program or after the program has been
in place for some time to assess the maturity of the ERM program. The timing and approach to
the evaluation should consider the initially assessed maturity of the ERM program to ensure the
evaluation is relevant, comprehensive, and provides useful evaluation results.
Leveraging the ERM concepts and components (as described in chapter 2, ERM Concepts and
Components) allows management to evaluate itself on the maturity of its current program and
to identify areas for improvement. The program evaluation should consider whether the concepts
and components were present and, if so, how effectively they were operating at the time of the
assessment. Such an evaluation can help an entity assess itself both as of a point in time as well
as determine its progress along an ERM maturity continuum over a period of time. An example
of a maturity continuum that can be used for such an evaluation is the RIMS Risk Maturity
Model (RMM) described as follows. An example can also be found in appendix B.
The RIMS ERM Program Maturity Model
The RMM is a complimentary, automated tool that can be found online, and can be used to
evaluate and score your company’s ERM program (www.rims.org). The tool is broken down into
core attributes of ERM, which are further broken down into success factors and competency or
readiness indicators to help identify where the ERM program stands on levels of maturity
ranging from ad hoc to optimized. It is driven by leading practices from some of the most
widely-used risk management standards, including the ISO 31000 and COSO ERM frameworks.
The tool will provide a report summarizing your organization’s ability to manage risk based on
the core attributes and success factors on which the evaluation is based.

II. Keeping Up with Change
The implementation of an effective ERM program is not a one-time event. Rather, it requires a
continuous process of refinement. Once the initial implementation of an ERM program has been
completed and the organization adapts to changes in its environment, its risk management
program needs to evolve and improve along with it. Management plays a critical role in fostering
a culture committed to achieving continuous improvement.
Organizations face a wide array of potential sources of change: new products, altered objectives,
major new risks, new markets, new entrants, new technologies or processes, changes in regulation, and so on. No matter what the source, change is inevitable, whether it happens over time
or occurs suddenly, is incremental or disruptive, or is desired by the organization or forced upon
it. Organizations cannot ignore these changes and the risks that they introduce. As such, they
must seek to anticipate them, so that they can adapt to them pro-actively, lest they become
obsolete.
The process of adapting to change must consider people, processes, systems, and information in
a broad sense, and it must address the organization’s ERM program as well. Often, an
organization will conduct a formal, periodic review of its ERM program to evaluate its continued
efficacy and capability. Such a review, should not, however, be prompted only by a changing
environment. Even under stable conditions, an organization should evaluate its ERM program
periodically to consider the continued adequacy of its ERM program capabilities and to look for
opportunities for improvement. The ISO risk management guide importantly notes that the “risk
management performance assessment is an integral part of the organization’s performance
assessment.”
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As an organization becomes more mature and sophisticated in its ERM program, including
ongoing and continuous risk and control monitoring, it will likely recognize the need to rely less
on ERM processes that are manually-intensive or lack certain beneficial or timely information
or reporting. These organizations may want to identify and implement tools that automate
certain aspects of the ERM program and make them integral to their ongoing operational
processes. Such efforts may involve leveraging the organization’s existing informational databases, data warehouses, or data marts for risk information, implementing new risk and control
systems, or applying more sophisticated analytics or stress-testing to the information gathered.

III. Understanding Continuous Improvement
Continuous improvement can be defined as the structured, ongoing process of identifying and
understanding issues and areas for improvement and prioritizing and addressing such areas
where appropriate. A nimble, successful organization will proactively embrace continuous
improvement in its ERM program. Too often, ERM failures occur because organizations were too
slow to react to change or did not react at all.
An ERM program must be treated as a “living” program in which management and all employees
are dedicated to improving the program’s levels of performance. Continuous improvement
involves change and good change management techniques for successful implementation.
Many organizations have implemented well-known continuous improvement approaches such as
Kaizen,1 Six Sigma,2 or Lean3 throughout the organization and may apply these approaches to
their ERM program, but having well-known approaches is not mandatory. If an organization is
committed to improvement, it can implement its own process. Common aspects of continuous
improvement include the following:

•
•
•
•
•

Improvements based on small, incremental changes
Small improvements requiring less capital or investment to implement
Elimination of waste or reduction in the occurrence of loss events
Improvement of flow within a process or reductions in expected variances in resulting
outputs or products
Fostering an environment that encourages employee engagement, which contributes
positively to employee productivity and drives employees to making choices that
improve the business

Organizations may benefit from ERM continuous improvements in the following ways:

•

Facilitating a more informed risk-based decision making capability that aligns risk
appetite and strategy, effectively allowing management to better meet its objectives

•

Enhancing consistency and communication of the ERM program, which improves
opportunities for coordination and understanding between various levels of management and employees throughout the organization

•
•

Fostering a proactive versus reactive, risk-aware culture and environment
Ensuring the ongoing effectiveness of the ERM program to sustain organizational
success over the longer term

The following describes a high-level approach to initiating a continuous improvement exercise
or program:

•

Document the current ERM program or update existing documentation to ensure that
it is current.

•

Evaluate the ERM program to identify program gaps or improvement opportunities.
Identify, prioritize, and develop initiatives to address program gaps or enhancements.

1
Method detailed in Masaaki Imai’s book, Kaizen: The Key to Japan’s Competitive Success. The purpose of
continuous improvement is the identification, reduction, and elimination of sub-optimal processes by emphasizing
incremental, continual steps.
2
Six Sigma is a set of tools and strategies originally developed by Motorola that became well known after Jack
Welch made it a key focus at General Electric. Six Sigma emphasizes continuous efforts from the entire organization
for achieving predictable results that can be measured, analyzed, improved, and controlled.
3
“Lean,” first discussed in John Krafcik’s article, “Triumph of the Lean Production System,” is an approach to
identify and eliminate waste and improve quality and “flow” of work.
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•
•

Develop a roadmap or plan for completing the initiatives.
Establish adequate protocols for communicating ERM program evaluation results,
initiatives, and plans, including periodic updates to management and the appropriate
governing body.

The following illustrative example shows how an organization might approach a continuous
improvement process. This illustration, however, is not a prescriptive example, as the organization’s own continuous improvement approach and plan will need to be tailored to meet its
specific, organizational needs.
Example Continuous Improvement Approach

IV. Commitment to Continuous Improvement
For an ERM program to be successful, an organization should adopt an attitude and culture of
commitment whereby management is fully committed to the ongoing success and continuous
improvement in its ERM program. Both the COSO and ISO risk management frameworks stress
that management’s commitment at all levels of the organization is foundational to achieving
continuous improvement in its ERM capabilities and results. To ensure the organization’s
commitment is genuine, fully embedded in its culture, and sustainable, the organization should
define and effectively communicate roles and responsibilities for both achieving an effective ERM
program and for continuously improving that program, including roles for the board of directors
or equivalent oversight body, executive management, and other levels of management along with
support from legal, compliance internal audit, or other control functions.
By fully involving all areas of the organization, the organization will ensure its ultimate success
not only in achieving the targeted improvements but also across the entire ERM program to
ultimately support the organization in achieving its objectives.

Glossary of Terms
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Glossary of Terms
enterprise risk management (ERM). ERM is a process, effected by an entity’s board of
directors, management, and other personnel, applied in strategy setting and across the
enterprise designed to identify potential events that may affect the entity, manage risk to
be within its risk appetite, and to provide reasonable assurance regarding the achievement
of entity objectives.1
ERM process. A series of actions, integral to ERM, that are described by expected core
components. This guide describes these core components by leveraging the COSO ERM
framework’s eight interrelated components.
ERM program. An entity’s ERM process as well as the people, structures, governance mechanisms, documents, values and incentives, data, and supporting technologies that allow an
entity to operationalize and execute its ERM process.
event. An incident or occurrence from internal or external sources that affects achievement of
objectives. Events can have negative impact, positive impact, or both.2
inherent risk. The risk to an entity in the absence of any actions management might take to
alter either the risk’s likelihood or impact.3
opportunity. The possibility that an event will occur and positively affect the achievement of
objectives.4
residual risk. The remaining risk after management has taken action to alter the risk’s
likelihood or impact.5
risk. The possibility that an event will occur and adversely affect the achievement of objectives.6
risk appetite. The amount of risk, on a broad level, an entity is willing to accept in pursuit of
value; it reflects the enterprise’s risk management philosophy and in turn influences the
entity’s culture and operating style.7
risk appetite statement. The written statement or documentation of an entity’s risk appetite.
risk assessment. Overall process of risk identification, risk analysis, and risk evaluation.8
risk attitude. An organization’s approach to assess and eventually pursue, retain, take, or turn
away from risk.9
risk identification. Process of finding, recognizing, and describing risks.10
risk impact. The possible effect of an event.
risk likelihood. The possibility that a given event will occur.11
risk management. Coordinated activities to direct and control an organization with regard to
risk.12
risk management philosophy. The set of shared beliefs and attitudes characterizing how the
entity considers risk in everything it does, from strategy development and implementation
to its day-to-day activities.13
risk response. Management selects risk responses—avoiding, accepting, reducing, or sharing
risk—developing a set of actions to align risks with the entity’s risk tolerances and risk
appetite.
1

COSO Enterprise Risk Management—Integrated Framework.
Ibid.
3
Ibid.
4
Ibid.
5
Ibid.
6
Ibid.
7
Ibid.
8
ISO 31000 Risk Management—Principles and Guidelines.
9
Ibid.
10
Ibid.
11
COSO Enterprise Risk Management—Integrated Framework.
12
ISO 31000 Risk Management—Principles and Guidelines.
13
COSO Enterprise Risk Management—Integrated Framework.
2
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risk taxonomy. A common set of risk categories or a risk structure of possible risk sources to
help identify, manage, and communicate interrelationships among risks to strengthen and
better integrate an entity’s risk management approach in all aspects of its operations.
risk tolerance. The acceptable level of variation relative to the achievement of a specific
objective, and often is best measured in the same units as those used to measure the related
objective.14
risk treatment. Process to modify risk. Also referred to as risk response.
risk velocity. How quickly the risk impact could potentially follow the onset of the risk.
strategic objectives. An entity’s high-level goals, aligned with and supporting its mission/
vision, reflecting management’s choice as to how the entity will seek to create value for its
stakeholders.

14

Ibid.
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Appendix A

COSO and ISO 31000 Framework Mapping
The matrix in this appendix is a summary comparison of the elements found in the COSO ERM
framework and the ISO 31000 framework and is referenced periodically in this guide. If the ISO
31000 framework includes similar concepts to the COSO ERM framework, cross-references to the
specific section of the ISO 31000 framework are included in the following table.
COSO ERM Framework—
Elements

ISO 31000 Framework—
Elements

1.0 Internal Environment
Risk Management Philosophy
1. The entity’s risk management philosophy represents the shared beliefs and attitudes characterizing how the entity considers risk in all
activities.
2. The entity’s risk management philosophy reflects the entity’s values, influencing its culture and operating style.
3. The entity’s risk management philosophy affects how ERM elements are applied, including how events are identified, the kinds of
risks accepted, and how they are managed.
4. The entity’s risk management philosophy is
well developed, understood, and embraced by
the entity’s personnel.
5. The entity’s risk management philosophy is
captured in policy statements, oral and written communications, and decision making.
6. Management reinforces the philosophy not
only with words but also with everyday actions.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 4.2, “Mandate
and Commitment.”

Integrity and Ethical Values
7. Management’s integrity and ethical values are
essential elements of the entity’s internal environment, are prerequisites for an effective
ERM program, and are reflected in the entity’s standards of behavior and operations.
8. Ethical values are communicated, accompanied by explicit guidance regarding what is
right and wrong.
9. Integrity and ethical values are communicated
through a formal code of conduct.
10. Upward communications channels exist where
employees feel comfortable bringing relevant
information.
11. Penalties are applied to employees who violate
the code, mechanisms that encourage employee reporting of suspected violations are
established, and disciplinary actions are taken
against employees who knowingly fail to report violations.
12. Integrity and ethical values are consistently
communicated through management actions
and the examples they set.
(continued)
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COSO ERM Framework—
Elements

ISO 31000 Framework—
Elements

Board of Directors
13. Effective boards of directors ensure that management maintains an effective risk management program, provides oversight for the program and is aware of and concurs with the
entity’s risk appetite.
14. The board is active and possesses an appropriate degree of management, technical, and
other expertise, coupled with the mind-set
necessary to perform its oversight responsibilities.
15. The board is prepared to question and scrutinize management’s activities, present alternative views, and act in the face of wrongdoing.
16. The board has at least a majority of independent outside directors.
Risk Appetite
17. Risk appetite is the amount of risk that an
entity is willing to accept in achieving its objectives.
18. The entity’s risk appetite reflects its risk
management philosophy and influences its
culture and operating style.
19. Risk appetite is considered in strategy setting,
and strategy is appropriately aligned with
risk appetite.
20. Risk appetite considers both the qualitative
and quantitative aspects of risk.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 2.5 for ISO’s
definition of risk attitude. Risk
attitude is also referenced in
section 5.4.4, “Risk Evaluation.”

Commitment to Competence
21. Management specifies the competency levels
for particular jobs and translates those levels
into requisite knowledge and skills, recognizing that there is a trade-off between competence and cost.
22. Competence of the entity’s people reflects the
knowledge and skills needed to perform assigned tasks.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 4.3.5,
“Resources.”

Organizational Structure
23. An entity’s organizational structure provides
the framework to plan, execute, control, and
monitor activities and enables effective ERM.
24. The organizational structure defines key areas
of responsibility and accountability.
25. The organizational structure establishes lines
of reporting.
26. The organizational structure is developed in
consideration of the entity’s size and nature of
activities.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 4.3.1,
“Understanding of the
Organization and its Context,”
and section 5.3.4, “Establishing
the Context of the Risk
Management Process.”

Embedded in the definition of ERM is a process of
key improvements (See glossary.)

See ISO 31000, Risk
Management—Principles and
Guidelines, section 4.6, “Continual
Improvement of the Framework.”
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COSO ERM Framework—
Elements

ISO 31000 Framework—
Elements

Assignment of Authority and Responsibility
27. The internal environment is greatly influenced by the extent to which individuals recognize that they will be held accountable.
28. Assignment of authority and responsibility establishes the degree to which individuals and
teams are authorized and encouraged to use
initiative to address issues and solve problems, and provides limits to authority.
29. The assignments establish reporting relationships and authorization protocols.
30. Policies describe appropriate business practices, knowledge and experience of key personnel, and associated resources.
31. Entity personnel understand the entity’s objectives and know how their actions interrelate and contribute to the achievement of the
objectives.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 4.3.3,
“Accountability.”

Human Resource Standards
32. The internal environment is greatly influenced by the entity’s human resource standards.
33. Human resource standards, policies, and procedures address hiring, orientation, training,
evaluating, counseling, promoting, compensation, and remedial actions, driving expected
levels of integrity, ethical behavior, and competence.
34. These standards include disciplinary actions
that send the message that violations of expected behavior will not be tolerated.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 4.3.5,
“Resources.”

2.0 Objective Setting
Strategic Objectives
35. The entity’s strategic objectives establish
high-level goals that support and align with
its mission/vision.
36. The strategic objectives reflect management’s
strategic choices as to how the entity will seek
to create value for its stakeholders.
37. Management identifies risks associated with
strategy choices and considers their implications.

See ISO 31000, Risk
Management—Principles and
Guidelines, sections 4.3.2 and
5.3.1–5.3.4, which identify the
link between an organization’s
objectives and policies and risk
management policy and process.
See also ISO 31000, Risk
Management—Principles and
Guidelines, section 4.3.4,
“Integration into Organizational
Processes.”

Related Objectives
38. Related objectives support and are aligned
with selected strategy, relative to all entity activities.
39. Each level of objectives is linked to more specific objectives that cascade through the organization.
40. The objectives need to be measurable and
readily understood by personnel at all levels.
41. Related objectives align with risk appetite.
(continued)
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COSO ERM Framework—
Elements

ISO 31000 Framework—
Elements

Achievement of Objectives
42. An appropriate process for objective setting is
a critical element of ERM.
43. ERM provides reasonable assurance that an
entity’s reporting objectives are being
achieved.
Selected Objectives
44. Management has a process that aligns strategic objectives with the entity’s mission and
ensures the strategic and related objectives
are consistent with the entity’s risk appetite.
Risk Appetite
45. The entity’s risk appetite is a guidepost in
strategy setting. ERM applied in strategy setting helps management select a strategy consistent with its risk appetite.
46. The entity’s risk appetite guides resource allocation.
47. The entity’s risk appetite looks to align organization, people, processes, and infrastructure
to facilitate successful strategy implementation and allow an entity to stay within its risk
appetite.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 2.5, which
defines the term risk attitude.

Risk Tolerances
48. Risk tolerances are acceptable levels of variation relative to the achievement of objectives.
49. Risk tolerances can be measured, preferably
in the same units as the related objectives.
50. Risk tolerances align with risk appetite.

ISO 31000 does not mention risk
tolerance or variation.

3.0 Event Identification
Events
51. Management identifies potential events, internal and external, affecting strategy implementation or achievement of objectives (those that
may have positive or negative impacts).
52. Even events with a relatively low possibility
of occurrence are considered if the impact on
achieving an important objective is great.

See ISO 31000, Risk
Management—Principles and
Guidelines, sections 5.4.2 and
2.15–2.18 for a discussion on risk
identification.

Influencing Factors
53. Management recognizes the importance of understanding external and internal factors and
the type of events they can trigger.
54. Events are identified both at the entity and
activity levels.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 5.3.1,
“Establishing the Context.”

Event Identification Techniques
55. Used to look at both past events and potential
future events.
56. Management selects techniques or a combination of techniques (for example, interviews,
workshops, and systems) that fit its risk management philosophy and ensures the entity
develops needed event identification capabilities.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 5.4.2, “Risk
Identification.”

Note: ISO 31000 includes risk
identification as an initial step
within risk assessment.

Note: ISO 31000 includes risk
identification as an initial step
within risk assessment.
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COSO ERM Framework—
Elements

ISO 31000 Framework—
Elements

57. Event identification is robust, forming a basis
for risk assessment and risk response elements.
Interdependencies
58. Management understands how events relate
to one another.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 5.4.3, “Risk
Analysis.”

Event Categories
59. Event categorization is helpful in aggregating
and understanding the relationship between
risks across the enterprise. Event categorization also allows management to consider the
completeness of event identification efforts.
Distinguishing Risks and Opportunities
60. Events with negative impact represent risks,
to which management will assess and respond.
61. Events representing opportunities are channeled back to management’s strategy or
objective-setting processes.
4.0 Risk Assessment
Context for Risk Assessment
62. Management considers both external and internal factors that are unique to a particular
entity.
63. Management considers both expected and unexpected events; focus is on potential risks
that will have a significant impact on the entity.
64. The risk assessment process should be continuous.

See ISO 31000, Risk
Management—Principles and
Guidelines, sections 5.4.3–5.4.4,
“Risk Analysis” and “Risk
Evaluation.”

Inherent and Residual Risk
65. Management first assesses inherent risk, the
risk that exists in the absence of any management action.
66. Management also considers residual risk, the
risk that remains after management responds
to the risk.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 2.27, “Residual
Risk.”

Estimating Likelihood and Impact
67. Potential events are evaluated from two
perspectives—likelihood and impact (also referred to as probability and consequence). Process requires a great deal of judgment but
should be rational and careful.
68. In assessing impact, management uses the
same, or congruent, unit of measure as used
for the objective.
69. The time horizon used to assess risks should
be consistent with the time horizon of the related strategy and objectives (and may require
a longer term view of risk to ensure a risk is
not omitted or ignored).

See ISO 31000, Risk
Management—Principles and
Guidelines, section 5.4.3, “Risk
Analysis.”

Note: Section 5.4, “Risk
Assessment,” begins its guidance
with a discussion of risk
identification which COSO refers
to as event identification (see
previous section).

(continued)
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COSO ERM Framework—
Elements
Assessment Techniques
70. Management uses a combination of qualitative and quantitative techniques (and may leverage the same techniques used in event
identification).
71. The techniques support development of a composite assessment of risk.

ISO 31000 Framework—
Elements
See ISO 31000, Risk
Management—Principles and
Guidelines, section 5.4.3, “Risk
Analysis.”

Relationships between Events
72. Where correlation exists between events, or
events combine and interact, management assesses them together (event categorization
may facilitate this process).
5.0 Risk Response
Risk Response
73. In response to risk, management considers
risk avoidance, reduction, sharing, and acceptance.
Evaluating Possible Responses
74. Responses are evaluated with the intent of
achieving residual risk aligned with the entity’s risk tolerances.
75. In evaluating risk responses, management
considers their effects on likelihood and impact.
76. Management considers their costs versus benefits, as well as new opportunities.
Selected Responses
77. Responses chosen by management are designed to bring anticipated risk likelihood and
impact within risk tolerances; this may be an
iterative process.
78. Management considers additional risks that
might result from a response.
79. Management considers the need to develop an
implementation plan to execute a response.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 5.4.4, “Risk
Evaluation,” and section 5.5,
“Risk Treatment.”

See ISO 31000, Risk
Management—Principles and
Guidelines, section 5.5.2,
“Selection of Risk Treatment
Options.”

Portfolio View
80. Management considers risk from an entitywide, or portfolio perspective.
81. Management determines whether the entity’s
residual risk profile is commensurate with its
overall risk appetite (because, taken together,
risks might exceed the risk appetite of the entity as a whole).
6.0 Control Activities
Integration with Risk Response
82. Management identifies control activities
needed to help ensure that risk responses are
carried out properly and in a timely manner.
83. Selection or review of control activities includes consideration of their relevance and appropriateness to the risk response and related
objective.
84. In selecting control activities, management
considers how control activities interrelate.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 5.5.1, “Risk
Treatment,” and section 5.5.3,
“Preparing and Implementing
Risk Treatment Plans.”
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COSO ERM Framework—
Elements

ISO 31000 Framework—
Elements

Types of Control Activities
85. Management selects from a variety of control
activities, including preventive, detective,
manual, computer, and management controls.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 5.5.2,
“Selection of Risk Treatment
Options.”

(Controls) Policies and Procedures
86. Policies are implemented thoughtfully, conscientiously, and consistently.
87. Procedures are carried out with sharp, continuing focus on conditions to which the policy
is directed.
88. Conditions identified as a result of the procedure are investigated and appropriate corrective actions taken.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 5.5.3,
“Preparing and Implementing
Risk Treatment Plans.”

Controls over Information Systems
89. Appropriate general and application controls
are implemented.
7.0 Information and Communication
See ISO 31000, Risk
Management—Principles and
Guidelines, section 5.7, “Recording
the Risk Management Process.”
Uses Relevant Information
90. A process is in place to identify the information required and expected to support the
function of the other ERM elements.
91. Information systems capture internal and external sources of information.
92. Information systems process and transform
relevant data into information.
93. Information systems produce information that
is timely, current, accurate, complete, accessible, protected, verifiable, and retained. (Information is reviewed to assess its relevance
in supporting the ERM elements).
94. The nature, quantity, and precision of information communicated are commensurate with
and support the achievement of objectives.
Communicates Internally
95. A process is in place to communicate required
information to enable all personnel to understand and carry out their ERM responsibilities.
96. Communication exists between management
and the board of directors so that both have
information needed to fulfill their roles with
respect to the entity’s objectives.
97. Separate communication channels (such as
whistle-blower hotlines), are in place and
serve as fail-safe mechanisms to enable
anonymous or confidential communication

See ISO 31000, Risk
Management—Principles and
Guidelines, section 4.3.6,
“Establishing Internal
Communication and Reporting
Mechanisms,” and section 5.2,
“Communication and
Consultation.”
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COSO ERM Framework—
Elements

ISO 31000 Framework—
Elements

when normal channels are inoperative or ineffective. (The method of communication considers the timing, audience, and nature of the information).
Communicates Externally
98. Processes are in place to communicate relevant and timely information to external parties, including shareholders, partners, owners,
regulators, customers and financial analysts,
and other external parties.
99. Open communication channels allow input
from customers, consumers, suppliers, external
auditors, regulators, financial analysts, and
others, providing management and the board
of directors with relevant information.
100.Relevant information resulting from assessments conducted by external parties is communicated to the board of directors.
101.The method of communication considers the
timing, audience, and nature of the communication and legal, regulatory, and fiduciary requirements and expectations.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 4.3.7,
“Establishing External
Communication and Reporting
Mechanisms.”

8.0 Monitoring
Conducts Ongoing and Separate Evaluations
102.Management includes an appropriate balance
of ongoing and separate evaluations.
103.Management considers the rate of change in
business and business processes when selecting and developing ongoing and separate
evaluations.
104.Evaluators performing ongoing and separate
evaluations have sufficient knowledge to understand what is being evaluated.
105.Ongoing evaluations are built into the business processes and adjust to changing conditions.
106.Separate evaluations are performed periodically to provide objective feedback.
107.Management varies the scope and frequency
of separate evaluations depending on risk.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 4.5,
“Monitoring and Review of the
Framework,” as well as section
5.6, “Monitoring and Review.”

Evaluates and Communicates Deficiencies
108.Management and the board of directors, as
appropriate, assess results of ongoing and
separate evaluations.
109.Deficiencies are communicated to parties responsible for taking corrective action and to at
least one level of management above.
110.Deficiencies are reported to senior management and to the board of directors, as appropriate.
111.Management tracks whether deficiencies are
remediated on a timely basis.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 5.6,
“Monitoring and Review.”

COSO and ISO 31000 Framework Mapping

COSO ERM Framework—
Elements

ISO 31000 Framework—
Elements

9.0 Roles and Responsibilities
Board of Directors
112.The board knows the extent to which management has established effective risk management in the organization.
113.The board is aware of and concurs with the
entity’s risk appetite.
114.The board reviews the portfolio view of risk
and considers it against the risk appetite.
115.The board is apprised of the most significant
risks and whether management is responding
appropriately.
Management
116.The chief executive has ultimate responsibility
for ERM.
117.The chief executive ensures the presence of a
positive internal environment, and that all
ERM elements are in place.
118.Managers in charge of organizational units
have responsibility for managing risks related
to their unit’s objectives.
119.Managers guide application of ERM, ensuring
application is consistent with risk tolerances.
120.Each manager is accountable to the next
higher level, for his or her portion of ERM,
with the CEO ultimately accountable to the
board.
Other Entity Personnel
121.ERM is an explicit or implicit part of everyone’s job description.
122.Personnel understand the need to resist pressure from superiors to participate in improper
activities, and channels outside normal reporting lines are available to permit reporting
such circumstances.
123.All personnel’s ERM roles and responsibilities are well defined and effectively
communicated.
Parties Interacting with the Entity
124.Mechanisms are in place to receive relevant
information from parties interacting with the
entity and trigger appropriate action.
125.Action includes not only addressing the particular situation reported, but also investigating the underlying source of the problem and
fixing it.
126.Management has implemented a program to
monitor outsourced activities.
127.Management considers the observations and
insights of financial analysts, bond rating
agencies, and the news media that may enhance ERM.

See ISO 31000, Risk
Management—Principles and
Guidelines, section 4.3.3,
“Accountability,” and section 4.3.5,
“Resources.”
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Appendix B

Example ERM Program Maturity Self-Assessment
The following model can be used to evaluate the current state of an ERM program. This model
provides criteria or attributes for evaluating the maturity of the ERM program across the eight
COSO ERM components (as described in chapter 2, ERM Concepts and Components). After
evaluating the individual ERM program components, the model can also be used to provide an
overall rating of the program, although considerable judgment will need to be applied as a typical
ERM program will not be uniform in its maturity across the components.

• No related risk
training available

• No corporate ERM
framework

• No common risk language

• No formal risk leadership

• Concepts of 1st, 2nd
and 3rd line of defense are being introduced to the organization

• Some training available

• Common risk language (for instance
with respect to objectives, process, risk,
and control) is being
established

• Emerging support
from management
for a framework

• Management articulates the organization’s risk culture

• Formalization of
three lines of defense

• ERM charter and
policies developed
and communicated

• Risk ownership/risk
leader is established;
risk committee or
equivalent is in consideration

• Increasing awareness
of ERM

• Little explicit management emphasis/
knowledge on risk

A. Internal
Environment

• Risk culture is explicitly acknowledged
in strategic decisions

• The “tone at the top”
emphasizes ERM as
a core capability to
meet business objectives

• Risk and performance metrics are
integrated into key
staff’s performance
scorecards

• ERM training is
available and required for all employees

• The “tone at the top”
indicates the importance of ERM; evidenced throughout
the organization

• Formal structure,
framework, charter,
and risk policies are
in place and well understood

• ERM is a source of
competitive advantage

The ERM program and
process are fully
embedded in business
management practices.
An ongoing
improvement process is
in place and
contributes to the
ongoing effectiveness of
the program.

An ERM process and
program have been
implemented across the
entity and are
consistently and
systematically operating
as designed.

An initial ERM process
and program have been
defined and
implementation is
ongoing.

ERM is in the planning
and development phase.
Management is taking
steps to define ERM
and to implement an
ERM process and
program.

No framework or
process for ERM. Risk
management is ad-hoc
and primarily reactive.

ERM Program
Components

• Risk committee or
equivalent is in place
and functioning as
designed

5. Mature

4. Systematic

3. Defined

2. Nascent

1. Ad-Hoc

ERM Maturity
Levels

ERM Program Maturity Matrix
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B. Objective
Setting

ERM Maturity
Levels

• Senior management
understands the concept of risk appetite
and implicitly uses it
when setting objectives and determining strategy

• Management considers risk appetite
when setting business objectives and
strategy at the entity
and business line
level

• Senior management
shares an implicit
understanding of the
entity’s willingness
to make risk/reward
trade-offs

• Risk appetite is not
formally expressed
• Management considers risk appetite
when setting some
business objectives
and strategy at the
entity level

• Performance objectives and risk appetite are set for the
entity and its key
business lines and
the organization is
beginning to link
them to granular
risk measures within
the businesses

• Risk appetite and
tolerance established
at the organizationwide level, but not
yet linked to granular risk measures

• Objectives are documented in strategic
planning documents

• Entity’s objectives
are not explicitly
documented

• No clear relationship
between the entity’s
objectives, strategy,
and risk appetite

4. Systematic

3. Defined

2. Nascent

1. Ad-Hoc

(continued)

• Performance objectives and risk appetite are linked to
risk and performance
measures within the
businesses

• Risk appetite is explicitly considered
when setting business objectives and
strategy at the entity
level, within the
business lines, and
within granular businesses

• Organization has established quantitative and qualitative
expressions of risk
appetite for the entity, its key business
lines, and businesses

• Targeted efforts to
measure and influence the organization’s risk culture

5. Mature

Example ERM Program Maturity Self-Assessment
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D. Risk
Assessment

C. Event
Identification

ERM Maturity
Levels

• Risks are only evaluated after an adverse
event has occurred

• Risk assessments are
performed on an adhoc or case-by-case
basis, without formal
process

• Events are not systematically tracked
or inventoried

• Risk assessments are
primarily qualitative

• Risk assessments are
performed periodically

• Risks are assessed in
terms of their likelihood and impact

• Organization undertakes efforts to classify actual and potential events into
categories (for example, based on nature or type of impact)

• Risk identification
uses mostly qualitative methods

• Organization-wide
risk assessment is
performed at least
annually

• Documented risk assessment methodology distinguishes between inherent and
residual risk

• Potential events are
classified and
mapped to major objectives

• Risk identification
uses qualitative and
quantitative methods

• The main event identification process is
executed at least annually or more frequently if circumstances require

• Management uses a
basic top-down risk
identification processes

• Formal risk identification process does
not exist

• No risk registry or
taxonomy of risk
events

3. Defined

2. Nascent

1. Ad-Hoc

ERM Program Maturity Matrix— continued

• Organization is undertaking early efforts to consolidate
risk assessments in
order to lessen the

• Organization has a
set of wellestablished risk assessment processes

• Risk identification
process includes linkage to risks promulgated in company reports (for example,
Forms 8-K and 10-K)

• Focus is on both
risks and opportunities

• There are both topdown and bottom-up
risk identification
processes

• Managements uses
both internal and external data to identify potential events

• Early efforts to coordinate multiple risk
identification processes

4. Systematic

• Organization assesses risk with a
view to managing
risks as a portfolio of
exposures

• A set of systematic
risk assessment processes is in place

• Enterprise has assigned risk stewards/
experts by risk type

• Risk identification
processes are coordinated across the enterprise

5. Mature
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E. Risk Response

ERM Maturity
Levels

• Articulation of risk
response is ad-hoc

• Responses to risk occur post-event; organization has a reactive rather than proactive posture
relative to the risks
it takes

• Unexpected positive
outcomes are not
analyzed

1. Ad-Hoc

• Documentation of decisions is inconsistent

• Organization is
starting to explicitly
consider different
types of risk response: accept, share,
mitigate, or eliminate risk

• Organization requires that residual
risks above a certain
level receive a response

and based on management judgment

2. Nascent

• Organization maintains “issues and actions” databases to
track actions taken
in response to risks

• Common risk response approach developed and adapted
throughout the organization

• Residual risk levels
are systematically
compared to risk appetite; residual risks
that fall outside of
risk appetite receive
a response

• Risk assessments are
taken into account
during the objective
setting and strategic
planning process

• Both qualitative and
quantitative methods
are used for risk assessment

• Risks are assessed
both on an inherent
and individual basis

3. Defined

• The effectiveness of
risk response strategies is periodically
re-evaluated and
tracked

• Decisions regarding
risk responses are
well documented

• Documented risk response process with
clearly defined roles
and responsibilities

• Risks and controls
are linked to measures for continuous
monitoring

• Risk correlations are
analyzed and
mapped to understand portfolio effects

burden on the business

4. Systematic

(continued)

• Risk response strategies are considered
in aggregate for portfolio effects

• Organization actively
manages its residual
risk profile relative
to its appetite for
risk

• Risk profiles are
linked to comprehensive dashboards of
risk measures for
ease of monitoring
with minimal lag

• Risk assessments results are routinely
embedded in strategic planning, capital
allocation, product
development, and so
on

5. Mature

Example ERM Program Maturity Self-Assessment
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• Communicate
findings to appropriate parties

• Compile finding and results
of risk and
controls

G. Information
and
Communication

F. Control
Activities

ERM Maturity
Levels

• An enterprise-wide
ERM technology solution is not in place;
information supported is decentralized

• Critical risk information not readily
available and not
communicated across
the organization

• Reporting designed
to primarily support
external reporting or
compliance requirements

• Risk reporting is beyond functional and
evolving to division
or business unit level

• Some type of information technology is
used to facilitate the
ERM process

• Measures and indicators may be readily
available while others may take time to
create

• Risk reporting is
more than just external and compliance

• Controls are linked
to risks and corresponding response
strategies
• Communication of
top risks to the executive and senior
management team

• Residual risk assessment includes consideration of control
activities and quality
of the control environment

• Policies and procedures are poorly
documented

• Testing programs are
in place for certain
categories of controls

• Controls are documented

3. Defined

• The most critical
business risks are
discussed at the executive level

• Some controls are
well documented and
tested on a regular
basis

• Controls are not
documented and
their relationship to
risks is unclear

• No consistent approach or standards
for testing controls

2. Nascent

1. Ad-Hoc

ERM Program Maturity Matrix— continued

• Organization is in a
position to produce
its risk profile by
risk category

• Risk analysis tools
have been developed
and communicated
across the organization

• Formal and frequent
communication of
risks to management
and board; rapid escalation when
needed

• Controls are linked
to measures for
monitoring purposes

• Control testing activities are prioritized to focus on
those controls that
have greatest impact
in reducing inherent
risk

4. Systematic

• Indicators are readily available, and reported and reviewed
on a regular basis

• The technology solution supports the
creation of risk register and sufficient
risk reporting tools;
the technology used
is mature and addresses the needs of
the organization

• Key ERM reports exist and track performance versus risk
appetite and tolerances

• Controls optimization initiatives target
the optimization of
the control environment relative to an
explicit control objective

• Controls documentation includes process
maps

5. Mature
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H. Monitoring

ERM Maturity
Levels

• Deficiencies are not
reported

• Deficiency reporting
is inconsistent

• Deficiencies are reported through normal channels to immediate supervisors

• A baseline understanding of design
and current state
was considered in
initial ERM process

• Residual risk assessment includes some
consideration of ongoing monitoring activities and separate
evaluations

• No consistent approach or standards
for ongoing monitoring activities and
separate evaluations

• Ongoing monitoring
activities and separate evaluations are
documented

• Some ongoing monitoring activities and
separate evaluations
are documented

• Ongoing monitoring
activities and separate evaluations are
not documented and
their relationship to
risks is unclear

3. Defined

2. Nascent

1. Ad-Hoc

• Protocols exist to report deficiencies to
immediate supervisor and to at least
one level of management above that person

• Ongoing monitoring
activities and separate evaluations are
prioritized to focus
on those that have
greatest impact in
reducing inherent
risk

4. Systematic

• Alternative communication channels exist for reporting sensitive information

• The baseline understanding of design
and current state is
updated at regular
intervals

• The mix of ongoing
monitoring activities
and separate evaluations is reviewed
regularly to ensure
the right mix is being used

• Organization is in a
position to manage
its risk exposures as
a portfolio and to aggregate its risk profile across risk categories

5. Mature

Example ERM Program Maturity Self-Assessment
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